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Decision/action requested

It is proposed to approve the key issue
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Rationale

Current 5G 3gpp security specification [2][3][4] describes the architectural and security flows by adapting the NR satellite access to existing different 5GS procedures. 
One of the objectives from Rel-19 study S3-235103[1] is to study the impacts to the current 5GS system when supporting store and forward operations for NR NTN and IoT NTN enhancements in existing deployments. 
Below key issue proposes to study the impacts of store-and-forward operations on primary authentication procedure. 
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Detailed proposal

*** 1st CHANGE ***

X.1
Key issue # X: Impacts of store-and-forward on primary authentication procedure
X.1.1
Key issue details 

With store and forward functionality, after the RRC CONNECTION establishment between UE and SAT+gNB, when registration request from the UE is received on SAT+gNB and with no feeder link available between SAT and Gateway, it is important to study how the UE/IoT registration procedure can be executed. Potential impacts on existing AKA challenge and NAS security context establishment procedures should also be analysed to ensure that the primary authentication procedure is extended if needed for such scenarios.
X.1.2
Threats

In absence of feeder link, primary authentication procedures for UEs connecting to satellites can fail leading to denial-of-service for such genuine UEs.
X.1.3
Potential security requirements 

The 5GS shall support primary authentication and NAS security establishment procedures between UE and home network, with store and forward operations at satellite gNB.
*** END OF 1st CHANGE***

